Aon and Guidewire Launch Cyber Scenario for a U.S. Dam Attack
October 25, 2018
Analysis reveals ‘silent cyber’ risk could lead to an estimated $10bn insured loss for flood
LONDON & FOSTER CITY, Calif.--(BUSINESS WIRE)--Oct. 25, 2018-- Aon plc (NYSE:AON), a leading global professional services firm providing a
broad range of risk, retirement, and health solutions and Guidewire Software (NYSE:GWRE), provider of the industry platform Property and Casualty
(P&C) insurers rely upon, have launched a scenario for a hypothetical attack by hackers on a U.S. hydroelectric dam, which could impact both U.S.
businesses and homeowners.
There are over 90,000 dams in the U.S., providing irrigation, hydroelectric power, flood control, and recreation. While technology and automation
improve dam safety and operation, they also create new risks.
In this scenario developed by Aon and Guidewire’s Cyence Risk Analytics team, part of Guidewire’s Analytics and Data Services unit, a hacker seeks
to create significant disruption in the U.S. by opening the flood gates at a hydroelectric dam. If such a scenario were to occur it would likely cause
significant downstream flood damages, resulting in ‘silent cyber’ losses for insurers. Silent cyber risk is the potential for cyber perils to trigger losses on
traditional insurance policies – such as property or casualty – where coverage is unintentional or unpriced.
Aon and Guidewire analyzed the potential impacts of the scenario at three dams, selected to reflect a small, a medium, and a large exposure
respectively. The key findings were that a cyberattack could cause:

Major impacts not only to dam operations but also to the resilience of local businesses and communities, with the highest
economic loss estimated at $56 billion.
Silent cyber exposure to insurers, with total insured losses of up to $10 billion. By comparison, initial estimates of insured
losses resulting from wind and storm surge damage from Hurricane Michael have ranged up to $10 billion.
A significant protection gap that would impact homeowners and businesses if such an event were to occur, with only 12%
insured in one scenario.
Jonathan Laux, Head of Cyber Analytics for Aon’s Reinsurance Solutions business, commented: “Insurers must consider how changing technologies
can cause ‘established’ perils such as flood to morph into new risks, with resulting changes to frequency and severity. By using scenarios such as this
one, insurers have the ability to stress test their portfolios against new and emerging perils created by cyber risk. With that knowledge, insurers can
take steps to mitigate risk, through reinsurance as well as working with businesses to increase their resilience.”
Matt Honea, Director of Cyber at Guidewire, added: “We face a huge challenge today, securing not only all laptops and phones, but all network
connected devices. These connected devices are automating human tasks by powering more equipment and processing systems. We bring focus to
these dam scenarios to highlight concrete examples of an extreme cyber event.”
The scenario is further outlined in the report ‘Silent Cyber Scenario: Opening the Flood Gates’ which is the latest in Aon’s Global Insurance Market
Opportunities series.
Notes to editors
Since its first edition in September 2015, the Global Insurance Market Opportunities (GIMO) report has quickly become a leading thought leadership
study and reference document for the re/insurance industry. In 2018, Aon is taking a new approach to its distribution, by publishing articles throughout
the year rather than launching a single, comprehensive report. This approach aims to increase utilization of the content, bring ideas to market as fast
as possible to support further development with re/insurance client partners, and make it easier for GIMO readers to digest the wealth of information
generated annually. The series of GIMO articles is available at https://aon.io/gimo-laux
About Aon
Aon plc (NYSE:AON) is a leading global professional services firm providing a broad range of risk, retirement and health solutions. Our 50,000
colleagues in 120 countries empower results for clients by using proprietary data and analytics to deliver insights that reduce volatility and improve
performance.
Aon announced in May 2018 it will retire the business unit brands of Aon Benfield and Aon Risk Solutions, which follows the retirement of the Aon
Hewitt business unit brand in 2017. This move was designed to increase the rate of innovation across the firm and make it easier for colleagues to
work together to bring the best of Aon to clients. Aon has five specific global solution lines: Commercial Risk Solutions, Reinsurance Solutions,
Retirement Solutions, Health Solutions and Data & Analytic Services.
Follow Aon on Twitter: https://twitter.com/Aon_plc
Sign up for News Alerts: http://aon.mediaroom.com/index.php?s=58
About Guidewire Software
Guidewire delivers the industry platform that Property and Casualty (P&C) insurers rely upon to adapt and succeed in a time of accelerating change.
We provide the software, services, and partner ecosystem to enable our customers to run, differentiate, and grow their business. We are privileged to

serve more than 350 companies in 32 countries. For more information, please visit www.guidewire.com. Follow us on twitter: @Guidewire_PandC.
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